
© Copyright 2020 Dell Inc.1 of 20

Cyber Recovery Solution
Building Resiliency

Emiliano Campagnoli
DPS Systems Engineer



© Copyright 2020 Dell Inc.2 of 20

NIST Cybersecurity Framework

• Asset Management
• Business Environment
• Governance
• Risk Assessment
• Risk Management 

Strategy
• Supply Chain Risk 

Management

• Access Control
• Awareness and 

Training
• Data Security 

(Integrity Checking)
• Information Protection 

Processes and 
Procedures

• Maintenance
• Protective Technology

• Anomalies and Events
• Security Continuous 

Monitoring
• Detection Processes

• Response Planning
• Communications
• Analysis
• Mitigation
• Improvements

• Recovery Planning
• Improvements
• Communications 
• Validation

Measurement Program
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Gartner Best Practices for Cyberattacks

• Ransomware attacks number 2-3 million in 
2016 and Gartner estimates that the number will 
double every year through 2020

• Most organizations’ backup services are not 
designed or configured for recovery from cyber 
attacks

• Backups are required for recovery from cyber-
attacks but are increasingly targeted by
attackers

• Protect backup images from cyberattack by 
copies inaccessible to the network
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The Last Line of Defense Against Cyber-Attacks

Cyber Recovery Solution in a nutshell

Cyber Recovery
ü Airgap Vault Solution 
ü End-to-End Automated
ü Modern & Simple UI
ü Flexible Rest API 
ü Fully Supported
ü Enables Vault Analytics
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The following diagram outlines the major components of a resilient Cyber Recovery Solution

The Components of Cyber Recovery
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Cyber Recovery – PowerProtect DD
Innovation in Solutions
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Scan
CyberSense scans critical data 
sources archived in the Dell EMC 
Cyber Recovery vault.  This 
includes unstructured files and 
databases to create an 
observation.   

Analysis
Machine learning algorithms are 
used to analyze the statistics to 
indicate if an attack on the data 
has occurred. 

Investigate
Forensic reporting and analysis 
tools are available after an 
attack to find corrupted files 
and diagnose the type of 
ransomware.

Analytics
More than 100 statistics 
generated from each observation.  
Statistics include analysis of file 
entropy, similarity, corruption, 
mass deletion/creations, and 
much more.

Repeat
The process repeats as Cyber 
Recovery backs up data 
incrementally to the vault and a new 
observation is created. New 
observations are compared to 
previous observations to see how 
data changes.

CyberSense Workflow for Cyber Recovery
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PowerProtect Cyber Recovery  
Increase your business’ cyber resiliency 

• Automated creation of Isolated data vaults

• Recovery/DR for PowerProtect Data Manager 
– Restore to isolated or production recovery environment

• Index Engines CyberSense
– Integrated reporting and management of data analytics 

with machine learning

• Flexible 
– REST API interface for integration with industry standard 

and custom security analytics tools. 



© Copyright 2020 Dell Inc.20 of 20

Sheltered Harbor Support




